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* NIST Cybersecurity Framework
* NIST NCCoE — Data Security

 Data Integrity
Cybersecurity White Paper
Identifying and Protecting (SP 1800-25)
Detecting and Responding (SP 1800-26)
Recovering (SP 1800-11) 7 .
 Data Confidentiality

« Identifying and Protecting (SP 1800-28)

« Detect, Respond, and Recover (SP 1800-29)

July 01,

Data Security

Data Integrity Data Confidentiality Data Availability

5P 1800-25 5P 1800-26 5P 1800-11 5P 1B0d-29
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3-2-1 Backup Rule

X3 — X2 — X1

Maintain at least 3 Keep 2 copies stored Store at least 1 copy
copies of your data at separate locations at an off-site location

Can be car trunk,
storage unit,
second site, cloud

One production
copy with two
backup copies

Data
Copies

First media is typically
disk; second media
can be rotational tape,
disk, NAS, SAN, etc.

EapiY S
1. https://www.msp360.com/resources/blog/following-3-2-1-backup-strategy/ i E E E e
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